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FOREWORD

In a world which is increasingly digital , the importance of harnessing technology to drive efficiency
and effectiveness in government operations cannot be overstated. The 2024-2026 Digital Strategy for
the Ministry of Labour and Social Security represents a critical step towards aligning our core services
with modern technological advancements. As we navigate the future of work, the automation of
services,for the protection of labour rights, and the improvement of social security systems will become
integral to ensuring inclusive growth and sustainable development.

This Strategy has been developed to strengthen the digital capabilities of the Ministry in line with the
digital transformation agenda as outlined in the Eighth National Development Plan (8NDP). The Plan
emphasises the significance of integrating digital technologies into business operations to improve
efficiency and productivity, ultimately leading to economic transformation.

The Strategy outlines the Ministry’s vision of using technology to drive innovation and improve
efficiency in the labour market through timely provision of information. Key priorities were identified
by carefully studying our information technology setup, stakeholder needs and industry trends. These
priorities include upgrading network infrastructure, optimising software applications and investing in
all other emerging technologies. The Strategy sets the roadmap for the next three years, detailing
specific initiatives, resource allocations and performance metrics to ensure alignment with the
Ministry’s overall strategic objectives and adaptability to changing technological landscapes.

I encourage all stakeholders to embrace this vision, as collaboration and shared responsibility will be
key to its successful implementation. Together, we can create a dynamic and forward-looking Ministry
prepared to meet today and tomorrow's labour and employment challenges.
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GLOSSARY OF TERMS

The ability of a computer or computer-controlled robot to
perform tasks commonly associated with intelligent beings.

can
large

A digital database containing information that
simultaneously be wused and shared within a
decentralised, publicly accessible network.

A systematic approach in dealing with the transition or
transformation of an organisation’s goals, processes, or
technologies.

An electronic representation of information in any form.

Entrepreneurial opportunities being created and pursued using
technological platforms and other information communication
equipment.

Digital technologies providing the foundation for an
organisation’s information technology and operations.

The practice of implementing modern digital technology to
solve business problems by optimising processes, improving
customer experiences, and delivering new business models.

An individual’s ability to find, evaluate, and communicate
information through typing and other media on various digital
platforms.

A range of abilities to use digital devices, communication
applications and networks to access and manage information.

Integration of digital technology into all areas of a business,
fundamentally changing how you operate and deliver value to
customers.

A five-year National Development Plan that expresses the
developments of the Zambian people from 2022 to 2026.

A Sound, symbol, process or other data created or adopted by
a person with the intent to sign a data message.

An exchange, transfer or processing of digital information or
data.

Discarded electrical or electronic equipment.

The ability of computer systems or software to exchange and
make use of information.
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Labour Market

Labour Sector

Labour Market
Information System

Management
Information System

Open Government

Open Internet

Paperless
Government

Public Bodies

Public Key
Infrastructure

The place where employers and employees interact with each
other

An area of the national economy in which businesses engage
with labour as a factor of production

This term is not standardised,; it is used for any system (IT- or
paper-based) that gives labour market-related data and / or
information to a user.

An IT-based management tool that provides users with
information in order to support their daily work.

A culture of governance based on innovative and sustainable
public policies and practices inspired by the principles of
transparency, accountability and participation that fosters
democracy and inclusive growth.

A fundamental network neutrality concept in which
information across the World Wide Web (WWW) is equally
free and available without variables that depend on the
financial motives of Internet Service Providers (ISPs).

A Government that has minimal paper-based processes and
mainly relies on digitalised processes for its operations.

Any Ministry or Department of the Government, the National
Assembly, the Judicature, a local authority, parastatal,
Commission or other body appointed by the Government or
established by or under, any law, except a professional
association or body and “public bodies” as assigned in the
Public Finance Management Act No.1 of 2018

A framework for creating a secure method for exchanging
information based on public key cryptography.



ACRONYMS

8NDP Eighth National Development Plan

APP Computer Applications

EGD Electronic Government Division

GSB Government Service Bus

GWAN Government Wide Area Network

ICT Information and Communication Technology
ILO International Labour Organisation

ISMS Information Security Management System
ISP Internet Service Provider

LFS Labour Force Survey

IT Information Technology

KILM Key Indicators of the Labour Market

KRA Key Result Area

LMI Labour Market Information

LMIS Labour Market Information System

M&E Monitoring and Evaluation

MLSS Ministry of Labour and Social Security
MNO’S Mobile Network Operators

MSME Micro, Small and Medium Enterprises
NDP National Development Plan

NEGP National Electronic Government Plan

PKI Public Key Infrastructure

PSMD Public Service Management Division
SADC Southern African Development Community
SME Small to Medium Enterprises

TCLC Tripartite Consultative Labour Council
TWG Technical Working Group

UN United Nations

WWW World Wide Web

ZAMSTAT Zambia Statistics Agency

ZILM Zambian Indicators for the Labour Market
ZICTA Zambia Information and Communication Technology Authority
ZMmCIRT Zambia Computer Incident Response Team




EXECUTIVE SUMMARY

The Ministry of Labour and Social Security (MLSS) is mandated to formulate and administer
policies that guide and regulate the labour and employment sector aimed at enhancing the
sector’s contribution to national development. Effective implementation of labour market
policies requires the digitisation of systems for economic transformation. The Ministry’s
Digital Strategy for 2024-2026 is designed to strengthen digital capabilities in the Ministry in
accordance with the Eighth National Development Plan that emphasises the significance of
integrating digital technologies into business operations to improve efficiency and
productivity, ultimately leading to economic transformation.

In formulating this Strategy, due consideration was given to the transformational agenda of
government in service delivery anchored on decentralisation. Digital solutions are a pillar in
decentralised service delivery, and the Ministry of Labour and Social Security services are
better served with effective utilisation of digital platforms, which are currently inadequate.
Some of the digital solutions being pioneered by the Ministry that are aimed at bringing
services closer to the people across the country include the establishment of the 24-hour Call
Centre, placement of services on the Government Service Bus, and the development of a robust
Labour Market Information System. These initiatives are further supported by investments in
building digital skills within and outside the Ministry, particularly among the youth, and the
push for systems integration across Government ministries based on the whole government
approach.

It is envisaged that through this Strategy, the various digital initiatives being implemented by
the Ministry will be further strengthened to create efficiency and effectiveness in the
management of the labour and employment sector so as to enhance the sector’s contribution to
sustainable socio-economic development for the benefit of the Zambian citizens.

The Strategy expresses the Ministry’s vision and outlines thematic areas and specific strategies
for realising the vision of “being the pioneering force in leveraging cutting-edge technology
to empower our organisation, stakeholders, and communities”. The following are the
thematic areas: Government Digital Infrastructure, Government Digital Services, Capacity
Building and Change Management, Digital Information Security, Digital Entrepreneurship and
Innovation, Electronic Government Standards and Compliance, and Digital Policy and Legal
Framework.

To ensure that the Ministry delivers on its vision through the thematic areas, the following
strategic objectives have been identified as being key:

To improve digital infrastructure, administration, and management

To improve the provision and utilisation of e-Government Services

To enhance change management and digital skills

To enhance information security in the Ministry of Labour and Social Security.
To improve information management for digital entrepreneurs and innovators
To improve adherence to the e-Government Standards and Guidelines

Toim

To improve adherence to the Government's Digital Policy and Legal Framework

NN RE WD =
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1.0 INTRODUCTION

The Ministry of Labour and Social Security (MLSS) draws its statutory mandate from the
Government Gazette Notice No. 1123 of 2021. The Ministry is responsible for formulating and
administering policies as well as regulating activities in the labour and employment sector in
order to enhance the sector’s contribution to sustainable socio-economic development.

The Ministry’s core functions, as outlined in the Government Gazette Notice No. 1123,
2021include the following:

a) Employment Policy;

b) Labour Policy;

c) Industrial and Labour Relations;

d) Productivity Policy;

e) Productivity Management;

f) Educational and Occupational Assessment Services;
g) Occupational Safety and Health Policy;
h) Occupational and Health Services;

i) Factories;

j) Social Safety Net, and

k) Social Security Policy

The Ministry is also responsible for the general supervision of the following Statutory Bodies
and Institutions:

a) National Pensions Scheme Authority;

b) Occupational Health and Safety Institute;

c) Kaizen Zambia Institute (KZI), and

d) Worker’s Compensation

The Ministry has developed and is implementing its 2022-2026 Strategic Plan in line with the
priorities in the Eighth National Development Plan (8NDP). The Ministry's mission statement,
"To regulate the labour market, promote productivity and decent work in order to
contribute to sustainable socio-economic transformation and growth,” led to the
development of the Digital Strategy as a platform for the effective delivery of services in
accordance with the aspirations espoused in the 8NDP of digitising service delivery. In
executing this mission, the Ministry has partnered with the Electronic Government Division
(EGD), also known as Smart Zambia Institute (SZI).

The Government, through Smart Zambia Institute, developed the National Electronic
Government Plan (NeGP), 2023 - 2026, which is drawn from the Electronic Government Act
No. 41 of 2021, provides Zambia’s e-Government strategic focus with the overall aim of
reducing paper documentation and establishing information and communications networks
across Government.

Ministries and other government institutions are required by law to develop end-to-end digital
services to enhance the efficiency of public service delivery. As part of this requirement, the
Ministry embarked on the development of the 2024 — 2026 digital strategy for the labour and
employment sector. The Minstry’s digital strategy is crucial for building necessary capabilities,
streamlining processes, providing clear direction and leveraging technology.



1.1. Information Communication Technology (ICT) Unit Mandate

The ICT Unit in the Ministry of Labour and Social Security draws its statutory mandate from
the Electronic Government Act No:41 of 2021. The Unit is responsible for providing technical
support services in the implementation of e-Governance and ICT programmes.

1.2. Methodology

The Strategy was collaboratively developed by members of staff in the Ministry; Smart Zambia
Institute; National Pensions Scheme Authority (NAPSA); Workers' Compensation Fund
Control Board (WCFCB); National Health Insurance Management Authority (NHIMA);
Occupational Safety and Health Institute (OSHI); and Kaizen Institute of Zambia (KiZ). This
demonstrates a collective and comprehensive effort towards its development.

An institutional assessment (IA) was done through the engagement of both internal and external
stakeholders to assess the performance of the Labour Sector. The tools used in the assessment
include the Strengths, Weaknesses, Opportunities and Threats (SWOT), and Political/Policy,
Economic, Social, Technological, Environmental/Ecological and Legal (PESTEL) Analysis.
This was essential for determining the strategic direction for developing the Digital Strategy,
which involved formulating the Vision, Mission Statement, Guiding Principles, Objectives
and Strategies.



2.0 SITUATIONAL ANALYSIS

The situational analysis was undertaken to gain an in-depth understanding of the digital needs
of the labour and employment sector. This analysis focused on eight thematic areas, namely
Digital Infrastructure, Electronic Government Services, Capacity Building and Change
Management, Digital Information Security, Digital Entrepreneurship and Innovation,
Electronic Government Standards and Compliance, and Digital Policy and Legal Framework.

2.1 Digital Transformation in the Labour Sector

Zambia is undergoing a digital transformation driven by the adoption of new and emerging
technologies such as mobile telecommunications, cloud computing, data analytics, artificial
intelligence, and blockchain. These technologies have the potential to accelerate the country’s
development path significantly. The Ministry recognises these technological developments as
having enormous potential to speed up progress towards attaining Sustainable Development
Goal Number 8, “Decent Work and Economic Growth”, and the Eighth National Development
Plan (8NDP) objectives. The Ministry also considers technology an enabler for easy access to
public services.

2.2 Digital Infrastructure

The Ministry's headquarters is located at the Government Complex in Lusaka, which is
connected to the Government Wide Area Network (GWAN), while labour offices located in
62 out of 116 districts are not connected to the GWAN. Of the 10 Provincial Labour Offices,
only Chinsali is connected to the GWAN. Expanding the network to the 62 District Labour
Offices, including the remaining 9 Provincial Labour Offices, is necessary to improve digital
service provision.

Figure 1 depicts a map of Zambia delineating its various districts. The red dots on the map
indicate the locations of districts with labour offices. Meanwhile, the yellow dots represent the
specific locations of the labour offices within the GWAN environment.

Zambia
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Figure 1: Provincial and District Labour Offices in Zambia connected to GWAN
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Figure 1 illustrates the locations of the Ministry of Labour and Social Security offices across
the districts in Zambia. Currently, among the 56 labour offices in the country, it is noteworthy
that only the Chinsali provincial office has established a connection to the Government Wide
Area Network (GWAN). This presents an opportunity for enhancing connectivity and
improving services at the other offices, which could lead to more efficient operations and better
support for the communities they serve.

This inadequate connectivity to the GWAN has created significant hurdles in maintaining
effective communication between Headquarters and Provincial and District Labour Offices.
This problem is also exacerbated by the absence of a centralised server infrastructure at the
headquarters and a shortage of hardware such as computers, routers, switches, and adequate
LAN connectivity, thus underscoring the urgent need for the proposed digital infrastructure
upgrade.

2.3 Electronic Government Services

The Ministry has strategically invested in electronic platforms to bolster efficiency,
transparency, and accountability. Electronic government services are pivotal in the Ministry as
they enhance accessibility, convenience, process efficiency, timely service delivery, cost-
effectiveness, and robust data management and analysis. To this effect, the Ministry is
developing a comprehensive set of systems that include the Labour Market Information System
(LMIS), the Psychometric Testing System (PTS) and the Contact Centre. These systems are
still in their operational infancy requiring significant upgrades.

Furthermore, the Ministry is exploring the idea of digitising records management and
monitoring and evaluation systems for enhanced efficiency and effectiveness. The Ministry is
currently providing its services to the public through manual processes. Plans are underway to
transition its services to the Government Service Bus.

2.3.1 Management Information System (MIS)

The Ministry commenced the development of its Management Information System (MIS) in-
house. The MIS currently has one module for inspecting industries' adherence to labour laws
and conditions of service. There are plans to upgrade the MIS to include other modules related
to social security, occupational safety and health, skills and employment. The upgrade will
significantly enhance service delivery through timely interventions and decision-making.

2.3.2 Monitoring and Evaluation System

The Ministry's formalised M&E system is currently under development with the establishment
of an M&E unit in the Department of Planning and Research. An M & E Framework has also
been developed to track performance against set annual targets. The Framework is largely
based on administrative performance indicators derived from the Ministerial Strategic Plan and
annual work plans. Once fully developed, the M & E System will be streamlined into the MIS.

2.3.3 Labour Market Information System (LMIS)

The Ministry, in collaboration with the Zambia Statistics Agency (ZAMSTAT), regularly
provides the International Labour Organisation (ILO) with a basic set of key labour statistics
through the production of the Labour Force Survey Report. The Labour Force Survey Report
is produced annually. To make labour statistics readily available to the public, in accordance
with the ILO Labour Statistics Convention (No. 160), the Ministry, with support from ILO, has
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commenced the process of developing the Labour Market Information System (LMIS), whose
key source of data is the Labour Force Survey.

2.3.4 Productivity MSME Application

The Ministry developed a Productivity MSMEs Application to provide a mobile platform to
reach out to micro, small, and medium entrepreneurs (MSMES) regarding social security,
occupational safety and health, and productivity. Through this Application, the MSMEs are
linked to various service providers that are critical to their business, such as the National
Pension Scheme Authority (NAPSA), National Health Insurance Management Authority
(NHIMA), Patents and Companies Registration Agency (PACRA) and the Zambia Revenue
Authority. Additionally, the Application is designed to facilitate product advertisement as well
as sales management.

The Productivity MSMEs Application is hosted on the Smart Zambia Institute infrastructure
and is accessible at http://Imis.grz.gov.zm/emart/. There is an urgent need to procure licenses
for Unstructured Supplementary Service Data (USSD) to support mobile money payment
services between the MSMEs and their clients for listed products and services. This
Application is planned to be integrated with the main Labour Market Information System for
data exchange.

2.3.5 Computerised Psychometric Testing System

The Ministry has established an Electronic Occupational Assessment System also known as
the Psychometric System. The system is designed to measure individual intelligence, ability,
personality, and motivation and is used to select candidates for employment or training. The
System is envisioned to enhance objectivity in recruitment by reducing unethical vices in the
recruitment process, such as tribalism and nepotism, thus leading to the employment of a
competent cadre of workers for improved productivity.

2.3.6 Electronic Registry

The Ministry faces difficulties in record management, including issues with misplaced or lost
files and delays in retrieving and updating records. Paper-based documents are circulated
between offices manually, leading to incremental losses in workflow efficiency. There is a
need for a more efficient approach to managing documents and records within the Ministry.
To reduce such incremental losses in document/case management, an Electronic Document
and Records Management System (ERDMS) is required. This will guarantee enhanced records
management procedures and improve service delivery.

2.3.7 Contact Centre

The Ministry established the Contact Centre in 2023 in an effort to bring service closer to
clients across the country. The Contact Centre is limited in capacity in terms of personnel and
a conducive work environment. The Contact Centre currently lacks the personnel designated
to effectively manage and administer the Centre. The ventilation system is also poor and this
can lead to health complications. Secondly, the contact centre applications, namely the 3CX
management console and the citizen support portal, sit in isolation.


http://lmis.grz.gov.zm/emart/

The range of services offered at the contact centre includes:

a) 3CX Management Console

The 3CX Phone System can receive and record calls from the public on various labour-
related issues. However, the Contact Centre lacks the personnel designated to manage and
administer the Contact Centre effectively.

b) Citizen Support Service Portal

The Ministry implemented the Citizen Support Service Portal (CSSP) through the Smart
Zambia Institute (SZI). However, the existing licenses are insufficient to implement the
CSSP effectively. The effective implementation of the CSSP will aid in mitigating the
challenges faced by the Ministry, including inefficiencies, duplicated efforts, and obstacles
in monitoring cases.

c) Information Technology Service Management (ITSM) Software

The Ministry lacks an effective mechanism for addressing ICT-related issues through a
centralised point of contact. The Ministry must implement a digital platform within the
contact centre to enable the IT team to troubleshoot problems efficiently, monitor issues,
and obtain assistance regarding services and processes.

2.4 Change Management

Change Management is essential to navigate the complexities of policy changes, enhance
operational performance, engage stakeholders, mitigate resistance and optimise resource
allocation. By embracing change as an opportunity for growth and improvement, the Ministry
can better fulfil its mission of promoting social justice, labour rights, and equitable access to
social security for all citizens. The landscape of labour and social security policies is
continually evolving due to changes in legislation, societal needs, and economic conditions.
Therefore, implementing changes in processes, technologies and organisational structures can
streamline operations, improve service delivery, and optimise resource utilisation within the
Ministry.

The Ministry is facing the following challenges in Change Management and Capacity Building;

i.  Lack of Change Management Policy

ii.  Inadequate technical skills
iii.  Lack of digital literacy training and skills development
iv.  Resistance to adopting new technologies

2.5 Digital Information Security

Zambia has legal and policy provisions that assist in managing data breaches, cyber security
and compliance with data privacy regulations. The National Cyber Security Policy of 2021,
along with the enactment of key legislation such as the Electronic Communications and
Transactions Act No. 4 of 2021, Cyber Security and Cybercrimes Act No. 2 of 2021, Data
Protection Act No. 3 of 2021, and Electronic Government Act No. 41 of 2021, are citable pieces
of legislation that have been introduced. In addition, the National ICT Policy of 2023 provides
strategic guidance on how the sector's development is coordinated while ensuring that it
remains inclusive.



Smart Zambia Institute is charged with the responsibility of managing and promoting electronic
government systems and processes, which includes coordinating e-government and
information and communication technology matters in public bodies. Of note is the essential
role the Institute plays in the overall provision of information security management across
Government institutions.

Despite the aforementioned, the Ministry faces challenges relating to Information Security,
which include the following;

e Lack of cyber security awareness
e Lack of expertise in cyber security
e Lack of real-time incident reporting and tracking systems

2.4 Digital Entrepreneurship and Innovation

The National Electronic Government Plan of 2023-2026, proposes a multi-sectoral strategy in
encouraging entrepreneurship and innovation by establishing innovation hubs. The innovation
hubs are intended to support ICT start-up incubation and promote research and development in
cutting-edge technologies by offering a government-regulated sandbox wherein digital
inventions can be safely produced and tested.

The Ministry will leverage Government pronouncements which include:

I.  The resolve to encourage digital entrepreneurship and innovation
ii.  Availability of policy direction on encouraging digital entrepreneurship and innovation
iii.  Resolve for job creation in the digital space
iv.  Promotion and adoption of local digital solutions
v. Incentivization of innovations by the Private and Informal Sectors

2.5 Electronic Government Standards and Compliance

The Ministry lacks ICT standards and guidelines which are essential for ensuring that
technology is accessible by everyone and assist in identifying and mitigating risks associated
with ICT, consequently safeguarding the Ministry's assets and data. Implementing these
standards and guidelines significantly amplifies the overall performance and security of the
Ministry's ICT infrastructure.

2.6 Digital Policy and Legal Framework

Zambia has made significant progress in creating a supportive environment for the growth of
the ICT industry. The government has passed important laws to help develop this sector. These
laws include the Data Protection Act (No. 3 of 2021), the Cyber Security and Cybercrimes Act
(No. 2 of 2021), the Information and Communication Technologies Act (No. 15 of 2009), the
Electronic Government Act (No. 41 of 2021), the Data Communications and Technology
Association of Zambia Act (No. 7 of 2018), and the Electronic Communication and
Transactions Act (No. 4 of 2021).



Additionally, there are many rules and guidelines about licensing, registration, sharing
infrastructure, tariffs, making services accessible, managing numbering resources, and type
approval that support these laws. These measures protect consumers, promote growth in the
ICT industry, and attract more investment.

Although there have been successes in implementing laws and policies at the national level,
the Ministry still needs a clear internal ICT Policy. Furthermore, there is a need to raise
awareness about the National ICT Policy and legal frameworks within the Labor Sector.

2.7 Summary of Challenges

Currently, the implementation of e-Government Services still faces challenges such as
fragmented digital infrastructure design, systems, operation and maintenance, fragmented
digital platforms, and limited support, among others. Further, the silo approach of
implementing ICT systems poses a security risk. Legacy systems still used by the Government
are usually incompatible with emerging security practices.

Due to its non-digitized processes, the Ministry is exposed to certain risks, such as human error,
oversight, and corporate amnesia. Poor data collection and quality can lead to a lack of internal
controls, poor turnaround times, limited visibility and poor document management. Addressing
these challenges requires a combination of technological solutions, policy changes, and
collaborative efforts among stakeholders.



3.0 STRATEGICDIRECTION

The ICT Strategic Plan outlines the Ministry’s vision for utilising Information and
Communication Technology (ICT) to drive innovation, enhance efficiency, and achieve our
business objectives. Through a comprehensive analysis of our current IT infrastructure,
stakeholder needs, and industry trends, we have identified key priorities such as modernising
our network infrastructure, optimising software applications, and investing in emerging
technologies. This Strategic Plan provides a roadmap for the next three years, outlining specific
initiatives, resource allocations, and performance metrics to ensure alignment with our overall
strategic goals and adaptability to evolving technological landscapes.

3.1 Vision

The Ministry’s vision is to be “A pioneering institution in leveraging cutting-edge technology
to promote decent work in Sub-Saharan Africa” By harnessing the power of emerging
technologies and fostering a culture of continuous learning and adaptability, we aim to become
a leader in digital transformation, delivering exceptional value to our clients, driving
sustainable growth, and positively impacting society.

3.2  Guiding Principles

The underlying principles upon which this Strategy is based are outlined in the following
table.

No. | Core Values Interpretation

1. Integrity We uphold integrity as the foundation of our individual and
corporate actions. We commit to consistently exhibiting the
highest levels of honesty and uncompromising adherence to
strong moral and ethical principles and values in our actions;
2. Transparency | Principles of honesty and openness. An environment will be
created where information will be readily available and
disseminated to all stakeholders, providing access to relevant
data and ensuring that decision-making procedures are clear
and understandable;

3. Collaboration | We thrive on cooperation between ourselves and our
stakeholders to work to the best of our abilities despite
differences and foster unity of purpose;

4. Innovation We promote and embrace creativity in the employment and
labour sector to foster decent work for all by ensuring the
design and implementation of ICT infrastructure and systems
that are environmentally friendly and that ICT systems and
services are accessible to all citizens and;

5. Client focus | Clients’ needs come first. Prioritizing citizen needs, ensuring
accessibility and user-friendliness and seeking feedback for
continuous improvement.

3.3  Objectives and Strategies
This section is streamlined into seven thematic areas with respective strategic objectives and
intended outcomes as follows:



3.3.1

3.3.2

3.3.3

3.34

Thematic Area 1: Digital Infrastructure
Strategic Objective: To improve digital infrastructure, administration, and
management

Intended Outcome: A digitally connected Labour Sector for improved public
service delivery

Strategic Initiatives:

e Engage partners in the development of digital infrastructure
e Acquire digital infrastructure
e Connect Labour Offices to the GWAN

Thematic Area 2: Government Digital Services

Strategic Objective: To improve the provision and utilisation of e-Government
Services

Intended Outcome: Enhanced access and utilisation of government digital services
Strategic Initiatives:

Expedite the full development of systems

Improve interoperability of systems

Fully digitised processes

Expedite the integration of systems with the Government Service Bus
Thematic Area 3: Capacity Building and Change Management

Strategic Objectives: To enhance digital skills and utilisation

Intended Outcome: Digitally skilled staff that embrace use of technology in service
provision

Strategic Initiatives:
e Develop and operationalise a Ministerial Digital Change Management Policy

e Train staff in emerging technologies

Thematic Area 4: Digital Information Security
Strategic Objective: To improve information security in the Ministry of Labour and
Social Security.

Intended Outcome: Secured digital space in the Ministry of Labour and Social
Security.

Strategic Initiatives:

e Strengthen Information Systems Security;
e Enhance Information Security awareness for Ministry of Labour and Social
Security staff
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3.35

3.3.6

3.3.7

Thematic Area 5: Digital entrepreneurship and innovation

Strategic Objective: To improve information management for digital entrepreneurs
and innovators

Intended Outcome: Support the growth of digital entrepreneurship and innovation in
collaboration with relevant ministries and the Labour Market

Strategic Initiatives:

e Identify and recommend responsive innovations from the Private and
Informal Sectors;

e Provide information on the number of registered digital entrepreneurs and
innovators in collaboration with relevant Ministries and Agencies;

e Provide information on jobs created in the digital entrepreneurship and
innovation space.

e Strengthen Government digital Research and Development (R&D)
Thematic Area 6: Electronic Government Standards and Compliance

Strategic Objective: To improve adherence to the e-Government Standards and
Guidelines

Intended Outcome: Improved efficiency, security and interoperability
Strategic Initiatives:

e Review and develop labour sector e-Government standards and guidelines.
e Strengthen enforcement of standards and guidelines in the deployment of ICT
infrastructure, platforms, and services in the labour sector

Thematic Area 7: Digital Policy and Legal Framework

Strategic Objective: To improve adherence to the Government's Digital Policy and
Legal Framework

Intended Outcome: Alignment to the National Digital Policy and Legal Framework
Strategic Initiatives:

¢ Increase awareness about the National Digital Policy

e Increase awareness about the Legal framework in collaboration with relevant
Ministries

e Develop internal ICT Policies
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4.0 IMPLEMENTATION FRAMEWORK
4.1 Institutional Arrangements

The implementation of this strategy shall be guided by the institutional arrangements outlined
below:

4.1.1 ICT Technical Committee

The Permanent Secretary will appoint the Chairperson and members of the Technical
Committee from Departments within the Ministry. This Committee's responsibility is to receive
and compile reports on initiatives aimed at advancing the Government's digital transformation
agenda. The Committee will convene quarterly to prepare progress reports on initiatives,
projects, and the implementation of the Ministry’s Digital Strategy. These reports will then be
submitted to the Permanent Secretary.

4.1.2 Technical Working Groups (TWGs)

The following TWGs shall support the Technical Committee:
I.  Labour Sector Systems and Labour Sector Digital Services;
ii.  Capacity Building and Change Management;
iii.  ICT Security and Infrastructure
iv.  Government Digital Policy and Standards; and
v.  Innovation and Entrepreneurship.

Ownership and Resources for
the Digital Strategy Permanent
Secretary
Oversight and Planning for Reports on progress of MLSS
the MLSS Digital Strategy Technical

Digital Strategy

Committee

—

Labour Sector
Systems and
Services

ICT Security and Digital Policy and Innovation and Provide timely and appropriate advise
Infrastructure Standards Entreprenuership to support delivery ofprojects

Figure 2: MLSS Digital Strategy Governance Structure

Capacity Buiding
and Change
Management
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The Technical Working Groups (TWGSs) will draft progress reports on the thematic areas of
the Ministry’s Digital Strategy to be submitted to the ICT Technical Committee. The TWGs
will consist of members selected from different segments of the labour sector.

4.2 Institutional Roles and Responsibilities

Stakeholder

Interests

Ministry of Labour and
Social Security

Shall coordinate the overall implementation of the strategy

Ministry of Finance and
National Planning

Shall facilitate financial support towards the implementation of
the plan

Districts and Provinces

Shall participate in the implementation of the strategy

E-Government Division

Shall facilitate the approval of e-government policies and
organisation structures

MLSS Statutory Bodies

Shall Participate in the implementation of the plan in line with
their gazette mandates.

Trade Unions and
Federations

Shall ensure technologies promote inclusiveness and uphold
labour rights and standards.

Private Sector

Shall Participate in the implementation of digital infrastructure
and services

Co-operating Partners

Shall provide technical and financial support towards the
implementation of the plan

Civil Society Shall advocate for the equitable deployment and utilization of
labour sector digital services.
Regulators Shall ensure adherence to set standards and regulations

Training Institutions and
Academia

Shall provide Digital Literacy and Skills programs and undertake
ICT Research and Development

Local Authorities

Shall participate in the development and deployment of digital
platforms and services

Internet Service Providers

Shall provide quality fixed and mobile internet services to Public
Bodies and the general citizenry

Citizens

To actively participate by offering feedback, advocating, and
collaborating to ensure that digital services prioritize user needs
and inclusivity.
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4.3 Legal Framework

This section outlines the various pieces of legislation which will facilitate the smooth
implementation of the Plan.

The Electronic Government Act No.41 of
2021:

Provides for coordination and implementation
of enhanced management and promotion of
electronic Government processes and services;

Cyber Security and Cyber Crimes Act
No.2 of 2021:

Provides for cyber security and protection
against cybercrimes in the Republic of Zambia;

Data Protection Act No.3 of 2021:

Provides for regulation of collection, use,
transmission and protection of personal data
and establishes the Office of the Data
Protection Commissioner and provides for its
functions;

ICTAZ Act No.7 of 2018:

Provides for the registration of Information and
Communications Technology professionals
and regulates their professional conduct in the
interest of  the information and
Communications technology sector;

ICT Act No.15 of 2009:

Provides for the regulation of the Information
and Communication Technologies in the
country;

Industrial and Labour Relation Act No
27 of 1993 . 13 of 1994

To govern various aspects of industrial and
labour relations within the country. It outlines
the rights and responsibilities of employers,
employees, trade unions, and other
stakeholders in the workplace

Employment Code Act No.3 of 2019

It is a comprehensive legislation that governs
various aspects of employment relationships,
working conditions, and labour rights within
the country.

Factories Act CAP 440

regulation of the conditions of

employment in factories and other places as
regards safety, health and

the welfare of persons employed therein; to
provide for the safety, examination

and inspection of certain plants and machinery;
and to provide for purposes

incidental to or connected with the matters
aforesaid.

Persons with disability Act No.6 of 2012

To protect and promote the rights, dignity, and
well-being of persons with disabilities,
fostering their full inclusion and participation
in all aspects of life.

The Penal Code

It is a Comprehensive Compilation of laws and
regulations that govern the criminal justice
System
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4.5 Financing and Resource Mobilisation

To ensure the success of ICT projects in the labor sector, it is important to secure and manage
financial resources through the use of a blended financing approach which includes grants,
loans, and public-private partnerships.

4.6 Monitoring and Evaluation

A comprehensive Monitoring and Evaluation (M&E) framework capable of tracking both the
implementation of actions outlined in this Strategy and the implementation of the Ministerial
Strategic Plan is necessary to ensure that the implementation of the overall vision, objectives,
strategies, and activities as outlined in the implementation matrix annexure is in line with the
overall manadate of the Ministry.

Accurate information on the supply and usage of electronic government services could provide
a strong basis for measuring the extent to which the strategies are achieving the set objectives.
Regular monitoring of programs, projects, and activities will be conducted to ensure
measurement of targets, costs, benefits, and outcomes of interventions, as well as the effective
management of programs.

Annual and quarterly progress reports will be prepared to track the implementation of the Plan
and assess progress towards the achievement of targets.. This diligent process of performance
monitoring will aid in aligning sector performance with the national objectives outlined in the
National Development Plans. The Ministry of Labour and Social Security, in partnership with
stakeholders, will meticulously monitor and review the progress made in implementing this
Strategy.

Furthermore, a post-implementation assessment will be carried out to evaluate the extent to
which this Strategy's objectives and outcomes have been achieved.
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ANNEXURE: MLSS DIGITAL STRATEGY IMPLEMENTATION MATRIX 2024-2026

Government
Digital
Infrastructure

To improve
digital
infrastructure
development,
administration,
and
management
throughout the
country

Engage partners in I(zii?tgiefr}; in the Number of
the development S ! n hi MLSS, EGD, Cooperating
of digital eve opment o P artne'rs 'S 3 ! ! ! 50,000 Partners, Private Sector
infrastructure digital established ’
infrastructure
Procurement of MLSS, EGD, Cooperating
MLSS Server Server procured ! 0 ! 0 200,000 Partners, Private Sector
Procurement of
3 in 1 Desktop Number of
Computers for computers MLSS, EGD, Cooperating
Acquire dicital MLSS staff procured and 100 10 60 30 4,000,000 Partners, Private Sector
Acquire digita throughout the distributed
infrastructure
country
Procurement of
Laptop
Number of .
Computers for MLSS, EGD, Cooperatin;
MLS% staff la;zit(zips plg)cuaed 30 3 25 20 2,000,000 Partners, Private Sgctor ¢
istribute: ?
throughout the and ais
country
Connect Labour .
Deploy GWAN | Number of sites .
f}f\iifg\;" the inall District | connected to 69 20 29 20 70,000,000 “’%fi(si’eiGD » Internet Service
Labour officers. | GWAN p
Develop a .
. A business .
Business - MLSS, EGD, Cooperating
continuity plan continuity plan ! 0 ! 0 500,000 Partners, Private Sector
developed
Establish
Develop digital disaster . .
infrastructure recovery and Dllsastgr re;:ovilry 1 0 1 0 500,000 MLSS, EGD, Infratel, Private
Plans back-up plans develope Sector
systems at HQ
Develop an ICT
equipment . .
maintenance ICIIT Malnltenance 1 1 0 0 500,000 EGD, MLSS, Cooperating
plan plan developed Partners
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Develop an ICT

] ICT equipment .
equipment disposal plan 1 0 1 0 500,000 EGD, MLSS, Cooperating
Disposal plan Partners
developed
THEMATIC PLANNED IMPLEMENTING
AREA 2 OBJECTIVES | STRATEGIES ACTIVITIES | INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONSs
Expedite the full | Develop
development  of systems to Number of MLSS, EGD, Private Sector,
streamline systems 5 1 4 0 4,500,000 Cooperating Partners, Statutory
systems .
processes for developed bodies
service delivery
Adopt
Universal
Standards;
Collaborative
Development;
Improve Use of APIs; .
interoperability of | Data Number of MLSS, I_EGD, Private Sector,
systems Normalization: systems re- 5 2 2 1 10,000,000 Cooperating Paaners, Statutory
engineered bodies
Regulatory
To improve Co_mpliance;
Electronic provision and Thlrd-chlrty
Government utilisation of e- Inte_gr_atlon;
Services and Government Tralnln.g and
Applications Services in the Education.
MLSS Deploy
electronic electronic registry
o registry system deployed 1 0 1 0 800,000 MLSS, CP, CS,
Fully digitised | gystems in in MLSS
processes MLSS
rational MLss | MLSS ICT asset
registry 1 0 1 0 1,000,000 MLSS, EGD,
ICT asset :
. established
registry
Expedite the
integration of
systems with the Intergrate Number of
Government MLSS systems systems 5 1 3 1 3,000,000 MLSS, EGD
. to GSB integrated to GSB
Service Bus
THEMATIC PLANNED IMPLEMENTING
AREA 3 OBJECTIVES STRATEGIES ACTIVITIES INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONs
Devgspzf:n}; and Improved Enhance Digital Train MLSS Number of MLSS, EGD, ZICTA, Private
P Human Capital | skills and literacy officers on . 225 125 100 0 5,000,000 Sector, Academia, Civil
Change d Dicitall ML digital skill Officers trained . e P
Management and Digitally n SS igital skills Society, Cooperating Partners
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Informed Conduct
Citizenry capacity
building in new
and emerging | Number of MLSS MLSS EGD, Private Sector,
technologies officials trained in 150 100 50 0 5,000,000 | Academia, Cooperating
such as (Big new and emerging Partners
Data, Artificial | technologies
Intelligence,
Internet of
Things,
Blockchain, .
robotics, Number of staff MLSS E_GD, Prlvate_Sector,
ICT soecialized | certified 10 2 4 4 5,000,000 Academia, Cooperating
P Partners
courses
Formulate a .
Develop and Digital Digital
implement MLSS Transformation Transformation
Change Change Change 1 0 1 0 500,000 5,800,000
Mgpagement Management Management Plan
initiatives Plan formulated
THEMATIC PLANNED IMPLEMENTING
AREA 4 OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONs
Strengthen Secure ICT Proportion ~of
Information Systems and cybersecurity 100% 0 50% 100% 500,000 MLSS, EGD
Systems Security _Infrastructure incidences
in MLSS resolved
Design and
implement ICT | Proportion of
security MLSS employees 80% 0% 40% 40% 2,000,000 | MLSS, EGD
awareness sensitised on ICT
programmes in securing
Enhance ICT MLSS
security awareness | Undertake
Digital To strengthen for MLSS inventory of
. MLSS digital employees and the | MLSS ICT
Information . . - . Inventory of
Security 1nf0r1_nat10n general citizenry 1nfrastr.uctur.e MLSS critical
security for designation . . 1 0 0 1 500,000 MLSS, EGD
as Critical ¥nformat10n
Information infrastructure
Infrastructure
(CI
Real-time Real-time
Digitise real-time incident incident reporting
incident reporting reporting and and tracking
and tracking tracking systems 1 0 1 0 1,000,000 MLSS, EGD
system systems -
acquired established
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THEMATIC

PLAN

IMPLEMENTING

AREA 5 OBJECTIVE: STRATEGIES ACTIVITIES INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONS
Engage
partners in the N;?Efsrh?fs . 0 5 5 500,000 MLSS, EGD, Cabinet, MCTI,
dentify and identification of | P wablich g ’ MOTS, PACRA, ACADEMIA
Identify an innovations es she
recommend Conduct a Number of digital
responsive digital innovation 5 0 1 1 1.000.000 MLSS, EGD, Cabinet, MCTI,
innovations from innovation assessments e MOTS, PACRA, ACADEMIA
the Private and assessment conducted
Informal Sectors; dDiE\i/teallop a Digital innovation
; nﬁovation coordination 1 0 1 0 500.000 MLSS, EGD, MCTI, MOTS,
. framework ’ PACRA, ACADEMIA
coordination
developed
framework
Provide Number of
information on the | Rollout the ;i%;zterr:r? ?f;ld 1 0 1 0 2,000,000 | MLSS, EGD, MCTI, MOTS,
number of LMIS (MSME) imovpa tor‘s‘ i e PACRA, ACADEMIA
s gl
innO\E)ators in Number of
Sensitisation of | entrepreneurs and
To promote collaboration with : o e MLSS, EGD, MCTI, MOTS,
Government e or e MSME in innovators 2 0 1 1 4,000,000 PACRA. ACADEMIA
digital digital - . relevant Ministries | LMIS sensitised on '
Entrepreneurship mnovation and and Agencies; LMIS
and Innovation @treprepeprshlp Provide
in the Ministry . .
information on
Jobs created in the ]L{,l(\)/ill(;ut the Number of Job MLSS, EGD, MCTI, MOTS
iqital umber of Jobs R R R R
digita hi (Employment created in LMIS ! 0 ! 0 2,000,000 PACRA, ACADEMIA
entr(?preneu.rs ip Exchange)
and innovation
space.
Identify Number of R&D MLSS, EGD, Research and
innovative on new ) 2 0 1 1 4,000,000 Training mstltut.lons, private
research technologies sector, cooperating partners,
Strengthen proposals conducted civil society
Government Engage
digital Research 15;1?;?1: mn Number of
and Development i
(R&D) P institutions on gzit;:nnrfen t MLSS, EGD, Civil Society,
finding local A 1 0 0 1 1,000,000 Cooperating Partners, Private
. application
solutions to oeTammes Sector,
Government g gl d
digital evelope
problems
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Publicise

Government
digital Number of
innovations Government .
through digital service 6 0 3 3 4,000,000 | MLSS, EGD, Media Houses,
Lo s Private Sector
exhibition at exhibitions
public, private undertaken
events, and
multimedia
THEMATIC PLANNED IMPLEMENTING
AREA 6 OBJECTIVE STRATEGIES ACTIVITIES INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONS
Human Capital | Human Capital
Development Development 1 400,000 MLSS, EGD,
Plan, Plan developed
Review and
Electronic To standardise develop labour Develop a A business
Government Labour sector sector e- Business - MLSS, EGD, Cooperating
L - continuity plan 1 400,000 -
standards and digital platforms | Government continuity plan Partners, Private Sector
. . S developed
compliance and services. guidelines and
plans.
Establish 400,000
disaster Disaster recovery MLSS, EGD, Infratel, Private
recovery and 1
plans developed Sector
back-up
systems at HQ
Develop an ICT 400,000
equ_lpment ICT Maintenance EGD, MLSS, Cooperating
maintenance 1
plan developed Partners
plan
Develop an ICT . 400,000
equipment I(.:T equipment EGD, MLSS, Cooperating
. disposal plan 1
Disposal plan Partners
developed
Strengthen
enforcement of
standards and . .
guidelines in the Dlssgzmmate
deployment of standards toall | Number of MLSS | , 500,000 MLSS, EGD,
- MLSS officers officers oriented
ICT infrastructure,
platforms, and
services in the
labour sector
THEMATIC PLANNED IMPLEMENTING
AREA 7 OBJECTIVE STRATEGIES ACTIVITIES INDICATOR TARGET 2024 2025 2026 COST INSTITUTIONs
Government To improve the Increase Sensitise MLSS
.. . policy and awareness about staff about the Number of MLSS
;hgltla;rp;);lcy arid legislative the National National staff sensitised 2 1,000,000 MLSS, EGD,
cga’ framewo framework Digital Policy Digital Policy
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governing ICTs
in the Labour
sector.

Increase

awareness about Sensitise MLSS

the Legal staff and

framework in statutory bodies N‘r‘l“g’iergf staff 1 500,000 MLSS, EGD,
collaboration with | about the Legal sensitise

relevant Ministries | framework

Develop internal Develop MLSS I';/(I) Il_i(S:iSesICT

ICT Policies ICT Policies developed 1 500,000 MLSS, EGD,
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